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MEMCRANDUM TO WILLIAM H, WuBSTUR, DIRLCTOR
FeDERAL BURZAU COF INVeSTLIGATICN

Re: Propozed FRY File on Denialas of <CY [fcceng,

This memorrndum reeponds to FUL Securlty GLfilcer Ravid
rysnts lecter of Deacember 15, 1978 (Atiaciment: 1), askinz
our opinion regerding the propoged creatioen at the FIX of
g controlled file that would contain infocmation with respect
to a2ll individuals denled access to SCL by mewber sgenclos
of the Intelligenca Jowmunity., Mr. Rysa's propossl was 16~
gelf a rusponee co BulOM Chelrman dobuve We Geebine, who,
by letter dated Heptembay 7, 1978 (Attachoeot 2), osked
you to counsider the astablishment of nuch a4 £ile st the
Y. Wa conzlude that, ¢lthough an er-usent con ba nade
chat the FLi'e weintonance of such 8 flle would be lawful,
the Buresu, 4f€ it kept the f£1le, would have to comply wich
the notice provisicns of che Frivecy Jct of 1974, 5 U.SeCe
§ 552a(e)(3) (1975), whieh would, im some cases, frustyrace
the purposes of special sccees protection. Further, 4f
such a ile is to be created, the CIA, which is tha more
fuactionally appropriate repository for such & {ile, should
maintain it and would be cmpowsred to do go without any
notice requirement.

The Privecy Act permits aa sgency tol

malntain In lte racords only such lalocasiion
about an iadividual as i3 relevani end necscosary
to accomplish & purpose of cthe e:ency reguiced
to bo accomplishaed by ststute or by szecutive
ordex of the Prealdene & % &%
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5 U.5.Ce § SJZa(e)(l) (19758). ‘Tho only wandeted purpose
'hﬁt mizht Justity the creation oE g coairal LUI gocwss
dental £3le or the Fel 4¢ the FBI's duty under Section
1-1403 of bxec., Cridar Ho. 12039, 43 Tod. Rezs Jois, 3604
{1973), to "support foreipn intellicenze collection ra=-
gquirements oi other egeacles within tihe Intellienca
Community.” Becaouse the protection of scurces end methods
is & reguivenent cof forefgn intellizonce collection, and
the apeciel sccess projrems exist to boelp accowplish such
protection, it could ba arpucd that thi weintensnce of a
central denfsl file, incofar os it Ffeciliidtes cueiantlive
speciel eccurs administration, does aupport- the Loreizn
fntellizence collection regquirements of other agoencles.

Uader ixaec. Crder 12035, however, tba FBI would not
be the only ecency copowsred to malatein such a £ile; nor
would 4t appear to Lo the wost fudcticnally appropriate
repository.l/ The task of proteeting scources and mathods
15 esslgned exprassly to the D3I, § 1-004. Ha 4s further
chorged with promoting "the development sud melntensace of
gervices of comwon concevn o . o on ben=if of the Intelli-
pence Comnunity," § 1-301(e), end ensuriny the estoblishraent
of Y"comuen sveurity and access standevds Yor menaiing end
handling foreizn intelld jence syatews, iluformstion, and
products,” § 1-901(L). In 4kl these losivy, be L8 cncltled
to adiwinlstrative support frowm the Centrael Intelligence
Hgoney, § 1-3813. Indeed, toward these cnds, the Conportmented
Tatelligence Beanch at the $IA slveady wmuintains & £ile of
certoin member agencies' SCI aceess clesvences. The task
cf mefinteining & central deninls £ile would appesr to foll

Y/ v, Ryaa'e letter states that "imdividusl cowmponeats"
of the Intellizence Comamunity "ara of the belief thst the
Privecy £ot prebibles the individusal Intellizence Coamunity
conponents from waluatslning records” xilated Lo wdl uenicin
bacause of % Us8.Ce § 552a(e)(l). We do net arres wich tidse
vivw, Assuming thet security lavestizarions ara themaslved
reluvant end nwcessary to acscosplich a lawtully soanlated
purpose by & compoment agency, the arency's msintensncs of
files to ald 12 in future lavostizations ol the saase pureons
1s no less releveant or necessary to Lie same purposug,
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more lozically with the DCI, his stsfi, or the CIA, than
with the rui.2/

An IBI file on SCI acccss denials would, ia addition,
pose a problen with respectto the notice provizions of
‘the Privacy Act. Tha FEI wust comply with the nciice pros-
vislens of 5 Us5.0. § 5520(e)(3) (1478) for thosu systons
of recoxrds it mainteing thet are not related to criminsl
lavestizations.3/ Uader the Act, cech non~exempted a5eney
that mainteina a system of records must finform esch individeal
whoa 1t asks to supply invormation thut gay appear in that
system of the suthcrity for its solicitation, the purpocwes
for its colleccion, the routine uses to which 1z may be put,
and thae effects ot non-complisnce with the request, In
cases in which the ¥BI collects {nformation for SOI clesrances,
it apparently would be required, 4f it vaintzincd a file on
SCI denials, to provide Privacy Act notices to thode fadivie
duals from whom infermation wae colluated during thosa in-
vestipations. Such & practice would ~ven likely to unders
mine thoge 3CI bacwzround checks thet ave now conducted
vithout the knowledge of the individualsunder fovestization.

It should be noted that the creation of any central
file on 5CI access denials will pose certain leral snd
poliey problema. Firse, the Yelvecy Act proscribes tiae
maintenance, without consent, of any vesond desoriblag how
an dndividual exerclses First Amendmont rigbts, §5 U.S.O.

d 3528(:)(7) (1975). No statutory ezcuptlion for eny egency
«xists with veapect te this provizioa. Thé proposed central
form might well include such inforwsacion, Because, fa some
cages, individuals ave foveatigated for SCI wichout knowdng

A1 althoush the maintenance of a fila of 5CI scewss dentals
would arguably be "necesssry snd reluvant" to seccmpliah a
purpose lswiully vequired of the DCI cad the la ag raguiraed
by 5 U.8.C. § 552a(e) (1), the CIA, {n say erunt, could
Prosulizate a rule under 5 V.. Ge § S$526¢5) (1) evorantiny

its file from that requirement, The FHI could promulzate

# rule excopting its file from the vasuiresents of % Y.< 0.

# 552a(c) (1) only with respuct to Inferontion, tha disclosure
of which would reveal the fdentitics of coaildeatial eources.

5 Uo Socc § 552&(1{) (5)0 *
3/ Tha CIA may ercupt itself from the notice requiresent,
» UsSeCe 5522(3)()) (1975).
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" the object of such an ifunvestisation, {t would prove dLEFicule
with respect to those indlvidusls to arjue that aven faplicd
consent supportaed tvha maintenence of deaicl records in cuses
in which denials ere prediceted on idueoleozicel asttitudes.

_ Further, unless rules are promulsoted to proscribe the
usge ag an svtowatlc bar te SCI access of 2 record that a
pereon has been denicd sccess in the past, the potential
exista for administrotive abuse of a central dunials file,
Arencies might deem Lt unnecesesry to undertake uedatod
sultabliity investi-stions, elchough a prior deniel might
have been based on vivcuustances chat have chanzed since
that deninl, or on a criterion varelaved to sulrebllity,
such &8 the conclusion of en sgency's Sesurity Officer that
a0 nead=-to-know justified access at the tinme of orizinsl
erplication. Any bar wvould prove unfaiv to {andividuels who
era currently quallfied for SCI access decpite a prior denisl
oL accesgs. A bar would ba inefficlent if ic caused agzencies
te bypass unnecessarily qualiffed {adividuals én its gearch
for sultable people to £411 esensitive positions.

Ferbops wore troutling is the poastibility that informa-
tion regarding SCI scceas deniels would be urned inappropriatoly
as derogatory informstion with respect to other syployument=
related investicaticna., The proper use of a centrol dJdeaials
£ile would require a strict compartmentalization of sceess
to such informstion on an L{ndividual's background,

Because the FBI 1s not the most loyical repository for
& file on denlals of sccess to 5CI and bLeccuse of the Privecy
Act probleas that would srise were the ¥iI to msintain such
8 £1le, we recommend that the file not be eatablisiied st
tha FBI. We further believe chat, should the file be created
at cny agency, steps nhould be tsken to prevent what scums,
on its face, to be a strong poseibility for aduinistracive
sbusa of such a file,

Mary C. Lawton
Deputy Asaistant Actorney Geaersl
Office of Legal Counnel
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